Dedicated Server
How can i manage SSH-Keys ?

For Linux you can upload SSH Keys in the customer panel. This allows automatic deployment of keys
on servers. Today this only is possible for Dedicated and Virtual Dedicated Server, not VPS.
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Explanation

For Authentification via Public-Key you need to create a key pair locally. This creates a private and
public key. The private key remains secret and nobody else should get it. It stays on the local
computer. The public key is being transferred to the server and is saved in the user account. After
installation you can login onto the server without a password. Only the private key is needed and if
given, a password for the private key.

If you already generated a key pair, please skip to how to manage keys in the customer panel.

Generate Keypair (on Client-PC)

Linux

root@computer:~$ ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa):

(Can be left empty, id_rsa is the default key which is used if no extra key is specified for the server
you trying to connect.
See .ssh/config under https://wiki.ubuntuusers.de/SSH/#ssh-config

Enter passphrase (empty for no passphrase):

(Can be left empty, if you don't want to give the key an protective extra password.

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.pub.

The key fingerprint is:
SHA256:hnr78vw478RsdihHGFd98489vcxbkjcfdk benutzer@laptop
The key's randomart image is:

+---[RSA 2048]----+
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The contents which is relevant are being saved under /root/.ssh/id_rsa.pub

Windows

Download Putty:
Putty Download

Open "Puttygen" after installation:

B® PuTTY Key Generator ?

File Key Conversions Help

Key

Mo key.

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
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Save the generated key

Il'
I

Farameters

Type of key to generate:

(@) RSA () DSA (JECDSA () Ed25519 (1 55H-1 (RSA)
Mumber of bits in a generated key: 2048

Click on generate at Generate a public/private key pair:
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B? PuTTY Key Generator ? >
File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

BSA DSA ECDSA Ed25519 55H-1 (RSA
Mumber of bits in a generated key: 20438

Move the mouse in the window in random circles until it generated enough random randomness:
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B

File Key Conversions Help

Ky
Public: key for pasting into OpenS5H authorized _keys file:

sshsa AAAABINzaC TycZEAAAABIQAAAGEAW Db BEKak | TFmO 583+ MDY S
+HegQM 75rYgW ZrXil9PqgHgronmwDBP Rz UP/CP 5c & U4dmW L LliJxp L

+BAIST VT 7530dGwGpe BEomgW Y giLgPHEMNeq SnjuVvDW MKdv /r3WagptOW D Ny Asmg
ZMHTOUOPP Acof "mWfac TnLB Oyl Ml+J 26Koy DjBG 2sHpo

+HMvEAxGisFJUET 7T Tdch1qofYjdjAzlh Z2ee TearbWpJMC Sck HsOxzJammbEGumBRhS W

Key fingerprint: sshsa #048 0b:53:a7:58:69.d9:9d:13:bb:78:a4 b7 7d:0e:01 27

Key comment: rea+ey-20210505

Key passphrase:

Confirm passphrase:

Actions
Generate a public/private key pair Eenerate
Load an existing private key file Load
Save the generated key Save public key Save private key
Farameters
Type of key to generate:
(@ RSA () DSA (JECDSA () Ed25519 () 55H-1 (RSA)
Mumber of bits in a generated key: 2048
Public Key:

The important part is the public key. You can find it in the top there it says "Public key for pasting
into OpenSSH authorized_keys file:"

Copy the block (important: more lines than you can see without scrolling). This block is important for
the customer panel.

Saving via the button "Save public key" is not meant for linux, it is a format only for putty itself.

Private Key:

Now there are two important formats.

To save the private key in OpenSSH format(compatible with linux clients), click at the top on
Conversions and then "Export OpenSSH Key"

To generate the private key for the use with Putty with a windows client, click at "Save private key"
in the bottom. It saves a .ppk file. This is for putty.

On how to connect follow this how to:
mylLoc managed IT AG - FAQ - How do | connect to my Linux server ?
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Manage key in the customer panel

You can find the feature under personal data, SSH Keys:

Customer Area | Loggedinas

Home Contracts / Billing + My Products Domains Support  + Account +

“| Personal Information

Contracts / Bllllng - Change Password

| Two Factor Authentication

Privacy

Service Code

[
i

]
"
1

bl

In the beginning it is empty. First click on Add SSH Key:

Customer Area | Loggedinas

Contracts / Billing + My Products Domains + Support  + Account +

Home / Account / SSH Keys

SSH Keys

personal Information Description or UUID

Change Password \ : - ; - . .
e We could not find any SSH keys with this description or UUID

Two Factor Authentication

Service Code

Functions

They keys can be "standard"-key, this means that default every contract or single contracts get the
key.
You can also add keys to sub-user.

Sub-user also have the opportunity to manage keys, but they can not add this key as "default" key
or add them for other sub-users.

Sub-user also can only add keys to the contracts they got access to.
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Sub-user Sub-User can create keys but you as the direct customer can completely manage the keys
of your sub-users.

Procedere

Give the key a unique description and add the public key which was copied from puttygen (Windows)
or ssh-keygen (Linux) before into the field "key". Choose the contract or sub-user in the lower part.
They key is added during the (re)installation process of the server.

Customer Area | teggedinas”

Home Contracts / Billing My Products Domains + Support  + Account +

Home / Account / SSH Keys / Add SSH key

SSH Keys

: Description
Personal Information

Change Password
Key

wo Factor Authentication

Privacy

m
]
o
I

o

55H Keys

[] Mark as default

Available contracts Selected contracts
Showing all 3 Empty list
Filter Filter

= s

Wl uchsia.fastwebserver.de
- @i uchsiz senvdiscount-customer.com
-‘ucl"sia.dedi.server-hosting.expert

Available sub-users Selected sub-users
Empty list Empty list
Filter Filter
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